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VCL-2702: Network Isolation Switch

The Network Isolation Switch becomes the last line of defence after the Firewall breach, to
“repel” and “block” a cyber-attack - while it is progress.

The Network Isolation Switch is designed to connect to and monitor the various “Beyond the
Firewall” security elements and send “alerts” of a network intrusion or cyber-attack to the
network administrator in real-time.

It also generates with audio and visual alarms to “alert” the maintenance staff and call for
local administrative action.

This device provides the options of isolating the local network from the wide-area network,
automatically as well as manually, to initiate defensive counter-measures in an event of a
cyber-attack.

Can be used with VCL-5001 Network Traffic Sniffer; VCL-2143, Network-MouseTrapTM (Decoy
Network Servers) to automatically isolate the network in the event of the detection of a
network intrusion / breach of the demilitarized zone’s cyber-security perimeter.

About Valiant Communications: Valiant Communications is a manufacturer of a comprehensive
range of IT and OT products and solutions which are used to provide end-to-end communication,
transmission, protection, synchronization and cyber-security to Government organizations, Utilities,
Defence and the Transport sectors. VCL is an approved manufacturer to various reference
customers across the globe, with track record of successful installations of its communications,
transmission, protection, synchronization and cyber-security solutions in more over 110 countries.
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